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(SSID) nwan nw
nno'o wnnwn 't N19¥N 2¥N NN'X NO'Y
AES EAP-FAST/NONE
TKIP
AES EAP-FAST/MS-CHAPv2
TKIP
AES EAP-FAST/GTC
TKIP
AES PEAP/MS-CHAPvV2
TKIP
AES PEAP/GTC
TKIP
AES EAP-TTLS/CHAP
TKIP
AES EAP-TTLS/MS-CHAP
TKIP
AES EAP-TTLS/MS-CHAPv2
TKIP
AES EAP-TTLS/PAP
TKIP
AES EAP-TLS
TKIP
(SSID) nwhin Dw
HELLO
nno'o wnnwn "n't N19¥N 1¥N NiN'R NO'Y
12345678 | Brother AES EAP-FAST/MS-CHAPv2

NIP70 NTIYN DX 'pnnY 027y , EAP-TLS nim'x niy¥xnxa 0d7w 1'wonin NMIXN N DDNTAN DX ° ‘%
D27Y NN 70 7X 119 .007w NIxnn NN N7'Nn 197 (CA) nif70 T NIMyn NivA T 7Y N9y
.N2 UNNWN7 D1IXN2W ATIVAN DY DX DIYAY? y'min . NNXR ATIVRN NIFDNIZNN DX NP7 NTIVN Y
QnIYNn DWN NX DIYYY? Y70 ,Nwn NTIVN 7Y 9NnIivnn DWUN NIYXAND DD7Y 1'WONN NN DNNA'K OX - °
WD NTIVN 79 QRIYNN DY 227 DD7W NWAN 70 78 119 .N1IXNN DNTAN N7'NN 1197
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.[Settings] > [Network] > [WLAN (Wi-Fi)] > [Find Wi-Fi Network]fi v i1xn7? .2

.[Yes] 7y 1xn7 ,yom [Enable WLAN?] WWwX> .3
.[No] 2y 1xn'7 710127 .71y97 7'nnn N'OINYRN DTANN QUN

,[<New SSID>] nnwoxr N1'NA7 ¥V IX A 7y 1¥xn? .0t SSID nn'wn a¥'l 0D7w N NX woN' Ywonn .4
.Y 1XNYI

.[OK] 7w xn7 .5

.[OK] 2y ixn71 SSID ow nx n'th .6

AIYR YT ARY,LOPV NATA 7Y o YTy %

NV N7 MmN N N7 VIR A v ixn? L7

NINAN NI7IWVON NNXK DX 1yxa .8

N'M1I9N NIN'RKN NV'WA NNA [EAP-TTLS] IXN [EAP-FAST], [PEAP] NNWUSX2 DNIN2 ONX °
.[PAP] IX [NONE], [CHAP], [MS-CHAP], [MS-CHAPv2], [GTC]

JINY' MNI9N NIN'RN NU'YW 7¢ NNNAN L,0D07W NIN'RN NO'Y '© 7Y ‘%

.[AES] IX [TKIP+AES] N19¥NN 210 NX NN

.[CA + Server ID]IX [No Verification], [CA] nmM'X NL'WI NN

7V 1XN71,()0I¥N DY) NNO'oI Wnnwn AT N AT 1'TD, [CA+Server ID] NNWOXA DNINA DN -
JNNWOKR 797 [0K]

JNYOKR 797 [OK] 7V 1XN71,NN0'ol wnnwn 'IN'T 1'T ,NNNXK NiN‘fn? - -

. [No Verification] nYTINN DX A'X' 1'wINN ,007W 1'win? N0 nTIvN DNXAY X7 DX ‘%

.[AES] IX [TKIP+AES] N19¥nN 10 NN2 [EAP-TLS] NNWYONX1 DNINQA DX °
ATIVAN DX INAY [N TRENRMT NIEY? DITIVN 79 nn'yn iy 1'wonn
.[CA + Server ID] IXN [No Verification], [CA] NIN'XNU'YIINN]
20% [OK] 72y I¥XN71 wnnwn "7 N AT 11'TR L [CA+Server ID] NNWSXA DNINA DX -
JINYOKX
.[OK] v IXN71 wnnwn "N'T 't ,NNNXK Drn? - -

.DNIN2Y 'OINYKRAN [7NN7 12NNn7 no2* Y'wonn .9
.[Connected] y'™OI' 1'wonN a¥ 7V ,NN7¥N2 121NN D27Y '0INTRN Y'WONn OX

N1 ,007W 1'WON WIN'Y'? D'XININ NDINNMPNNN 7011 NIRRT .N'0INYRN TYIN NNTAN )'70N NIX DNNwn
.support.brother.com nain>2a 037w DaTh 7w NIMiINN 917 N>77

YR YN v

N'OINRN MY WIN'Y - *
:DNIYP D'RYN
nd7w Brother 2'wona vopv natn ¢
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Wi-Fi Direct®-2 win'w

Wi-Fi Direct Yo n'?7 na'ypo -
TNXR |¥N7 ¥ nx'n7n no'wa 0d7w Wi-Fi Direct nwn nixn naman e
0T 91X Dd7w Wi-Fi Direct nwn naixn maman

DO7VW N'WONN 7w NYWIN DY D'YUPA D'77N) DNXN DX °
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Wi-Fi Direct & n''D na'po I

Dd7 Nworn It nu'w Wi-Fi Alliance® 1 7y nnnidsw n'uinRN NIXNN NTan niv'wn nnx nan Wi-Fi Direct
.D"VINYR NWI NTIRA/ANA win'w X477 Brother 1'won 07w 1n 1'wonin N NLAINNA [91X2 12NY

T wON L1

.0d7w Brother v'won .2

NT-1 N'oINYR IR noinnn nwn ian oy Wi-Fi Direct-a wnnwn? ma ‘;f
2va , Wi-Fi Directnwn naixn na1an nya ((G/O) nxiap 2va% 1907 2150 Wi-Fi Direct ynnman jpnnn
.Y NTIRID Wnwn nxingn

NV VTN

Wi-Fi Direct®-a win'w

.0"MIYp D'RYUN

TNX [¥N7 7V n¥'n7n nu'wa nd7w Wi-Fi Direct nwn nixn nman »
0T 9182 07w Wi-Fi Direct nwa naixn namn
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TNX XN 2y nx'n7n nu'wa nd'w Wi-Fi Direct nwn naixn naTan I

Wi-Fi Direct connection] NyTin 007w 140 y'winnn Wi-Fi Direct nwpa 7apn 2'wonin TUxo ﬁ
NNaNNNY? [ok] 7V 1XN7 .a¥n 72V V'oIN [ .request received. Press [OK] to connect

. [Settings] > [Network] > [Wi-Fi Direct] lI qu IxnY .1
.[Group Owner] > [On] "%2vixn7 ,Wi-Fi Direct Jnin 12'x nd%7w 110 1'wonn DX

.[Push Button] 7 1xnY%

> w N

.[Activate Wi-Fi Direct on other device. Then Press [OK].] NYTIN NY'OIN TWUND
TN 'WONN Y wnnwn? 1mn kY L,901n yTn?) 0o a0 v'wonn 7w Wi-Fi Direct nr¥j7219 nx 17'yon
.0d>%7w Brother v'won 7y [ok] 2y 1xn%7 .(Dd7w

NIXAN NI7WON NN DX Iy¥a .5

.02%7vw Brother v'won nx Nna ,hwoikn Wi-Fi Direct oy bM'won nn'wn aryn DDYW TN 'wdDNn OX °
007w TN 1'wonin NX NN Ywoikn Wi-Fi Direct oy b™'won nn'wn a'xn 0D TN 'wdnn OX
.[Rescan] 2y IXN7 N1Y 02Mr1 027NN WIO'NY

.[Connected] V'SI' Y'wINN AX 7V ,NN7¥N2 N2INA DD7W TN 1'WONN OX

73

WNYR YT S

Wi-Fi Direct®-2 win'w
:D"MIYR D'NYI

Wi-Fi Direct 7w n'7'D n'po - @
0T (912 0d7w Wi-Fi Direct nwn miixn naman - ¢
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0T 9182 Dd7w Wi-Fi Direct nwa naixn natan I

.007w 1'wonn 7w mpan nitn 07w Wi-Fi Direct nwn nnTan nixn nx nman
. [Settings] > [Network] > [Wi-Fi Direct] Ti v 1xn? .1

TN 'WINN 7w NTOINYRD WD DNTan (0n7 127 .(nwa nnon) nno'onl (nwin ow) SSID nx arx' vwonn .2
.o'on nx 11t SSID ow nna ,00w

.[Connected] yv'I' 1'wann a¥ 7V ,NN7¥N2 NaINn DO7Y TN 1'wONn DX

YR VTN

Wi-Fi Direct®-2 win'w

DMWY DRV
Wi-Fi Direct 7w n'?'D npo »
TNX [¥N7 7V n¥'n7n nu'wa 0d7w Wi-Fi Direct nwn nixn nman @
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N'VIN7X NN MY ¢ DNAYA/NIYOX I

.[Settings] > [Network] > [Network I/F] Ti v 1xn? .1

NIXAN NI7IVON NNX DX 1y¥a .2
JJ(WLAN (Wi-Fi) 1 mna ,Wi-Finiwox?

.[Wired lan] nna ,Wi-Filwox?

m 2vixn? .3

WP YT

N'OINYK MY NNTaN °
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N'VINX nmiEn nwn NIT NO9Tn I

NN 1772 ,7W21 '0IN7KRN 112NN DX .D27W Y1'wONn 7¢ '0INRN 01UKVON NIX 97WN N'VINRN NMIZAN DY NIT
.09TINN NITN 72V ARAWN TIR

Ti v 1xn? A1
]

[Settings] > [All Settings] > [Print Reports] > [WLAN Report] > [yes]

JI'0IN7NRN nnipnn nYAan NITNX 0'ST 1'Ydnn

,|',\J'7 NINT] NIXR'AY 'K DX .NIXR'AY 1727 DO7w 'wonn NX 17712 ,09TIN 1I'R N'OINYRN nmiynn nvan NIT oOX
Y NITA DX 0'9TN7 1011 NNR NPT R'NNN

YR YT'Nn

N'OINR MY NNTAN °
N'OINYX NN DY NIT 7Y NIRAY "TIp °

:D"MIYR DRV

|1979T) Web Based Management "> niyxnxa n'oin7x Ix nonnn nwn? IEEE 802.1x nm'x naman »
(v1oax

D27¥ 1'wONN YW NYON DY DY 07PN DNXK DR ®
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N'VINYX N'NIEN DY NIT 7V NIRAY "TI I

NIXINA Y1 09 TN NITN 72V AXAWN TIZ DX 17772 ,7W01 112NN D XN N'UINTRD DIzt DY NIT DX
N7202 nNMTRNNAN

(moxn x77) I'N'WEP
OQnIYn NNon~ *

WEP
75 D IPTA .0"IAY DNITAY NWAN NNTAN IR (SSID) nwnn ow D pN' ,NIN91 NA'K DON'YA DX
027 NWN7 NIdI N'OINRN NYIN NNTAN

D'¥'7nin NNINNSI NI'YYA | XY TI
JDwoirn X7 (Wi-Fi) n'oinxn nmipnin nwnn
D27V 'VINYRN 112NN DR NIY IIX'Y7 1021 NIKAN NITIRAN DX 17T 7501
.D07¥ 'WONN 7Y N'OINYRD N'MIENRN NYIN DNTAN DK NWOXR *
ANIR 1PN, 0059 1'WON7 Mainn NN 720 o e
.D"VINYRN 2ANY/NYWIAN NTIZI DX NRT [N RY
DDV 'VINYRN N12'NN DR NI IX'Y7 1011 NINAN NITIRIN DX 17T
.0'"7y9IN D"VINZRN ANY/NYAN DT D IRTHE *
NMIXNN NITAN DY D'0INTRN AN/NWAN DT MNP ANPE DO7Y V'WONN DK AT 91K 1INy »
JM0INZRD DNTANN 7Y
MAC nam> nx Nwx ,MAC niaimnd [11'02 vIn'y D'wIy Dd7Y D"0INYRN ANY/NYIAN NTIj7I OR °
nMIXN NITNooTN T 72y MAC naimd nx Xixn7 N1 .12'02 Nnmw nd7w Brother v'won v TS-02
2w
MYy TN L(N19¥N NU'W/NM'R NV'W) NNLaX 72w yTNI (SSID) nwIn DY IR NIT DNITA DR ©
1210 YT'AN DR UTNN 1'TN1 DAY NNVAKRD '0191 MWD DY DX 17T .Y DY
NYIN DY DX RI¥N7 0712 DD1'X DX .0D7W DM'OINZRN ANY/NWAN DT DR WUTNN 17'won @
IX DD7W D"VINZXRN NYAN NTIRI/ANIN OV P9I0NN TV |*yv7 XK1 ,NNVaRN '01oI (SSID)
.027W LINVI'RN NN'Y POO IX NYWIN 70N , 2NN X7 NIOY
Q'Y DNITAYW NNVARNI N'OINYRD NYIN NNTANY DN
D27 '0INTRN 112NN DR NAW IX'YT 1021 NINAD NITIIN DX 1P
NANYTNAN DR INNK ©
.00%¥ 'wonn Mixn NTan? onnav (SSID) nwnnow - TS-03
N IR NI9¥NN NO'W  NIN'RD NO'Y [120) DI7W 1'WONN NNTAN7 DNINQY NNUAND '0ND -
.(unnwnn
/anin oy poionn TN |"Y7 XK1 ,NNVAKN '0191 (SSID) NwAN DY NX RIXN? 0'71' DDY'X | TV DX
.D27¥ LNVI'RN NN'Y 790 IX NYIN 701N, 2NN XY NN9Y IX DD7YW DMVINTRN NYAN NI
NYIN NTIRI/ANIN T 7Y WIN'Y [N WYY N19XNNT NINRN NIV'WA JAIN 11'K D7 1'wdnn
.0"MN11N D"VINTRN
(N y191n) n'nwn avnY
NIN'RN NIV'YA NN DD7W 1'WONN .D"VINRN ANY/NYAN DT 7Y N19XNNT NIN'RN NIV'WY NIX DY
NIN2N NIOXNNI
mOR-WPA - .
TKIP / AES
TWR-WPA2 - 7S04
TKIP / AES )
wR-WPA3 -
AES
NN
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D'X7nIn NDNNSI NIV | ARAY TI
.0"nv ("no'o) nwnn nnoni (SSID) nvan ow
.07 '0INTRN 112NN IR NAW IX'YT 1021 NINAD NITIZIN DX 1T
.(hno'o) nvnn nnoni (SSID) nwNN DY DX MUK *
.70 NI DNITA D IKTH ,NAVRINIZITA DIMIXK 70 DO MWD NN9N DR © TS-05
/anin oy poionn TIY'MA |"Y7 X1 ,NNVARN '0191 (SSID) nwan DY DX XIXN7 071> DDI'X DX °
.DO7YW VINVI'RN NN'Y OO IX NYIN 701N ,ANIN XY NI9YT IX DI7W DMUVINTRN NWAN NTIA
mwn ,0:a0 WEP ninnon oy WEP nioxna no'wnnwn nd7w 0"oin7Xn nwnan NTiz/anin o @
1272 jwxan WEP nnona iwnnwnl onix
.0"1v ((NN0'0) NWN NNOHN/N19XN NU'W/NIM'R NU'Y) N'VINZRN NNV2AXN '019
D27V 'VINTRN N12'NN DR NIY IIX'Y7 1021 NINAN NITIRIN DX 17T
[NIX DNIT D IXTH,NNOFINIZITA NINIR 7'o0 DD7¢ NWAN NN9A DX .NYIN NN9N DX IR *
070D
NN NTI/ANIN T 70 NONNI NI9XNN IR NIN'RD NO'WINITIN NINRD NO'Y DR IXTHE °
JINT DTOINTRN TS-06
NYIN NTIZY/ANIN DX UTNN 17'Y90 ,NYIN N19¥NN NU'YWI NIN'RN NO'Y . NYIN NN9N DR *
.D27¥ 'WOnnl D"OINTRN
T INTAWNY7 IDTOXNY DN ,7VDIN DO7W DMVINZRN DY AN NTIRI/ANIN 7V |pan a¥xn DR ©
JD'0INTRN NWA7 1aNNnY
NTI/2ANIN DY 791000 TN [*V7 K1 ,NNVARN '0191 (SSID) NwIN DY NX KI¥N7? D*710' DDI'R DX
.D27W LINVI'RN NN'Y OO IX YN 701N ,ANIN X7 NI9Y7 IN DI7W DMUINTRN NYWAN
nX 17T awoirn has WPS (Wi-Fi Protected Setup) ny ani/nwa nTiza Aank? 7i0' 1R v'wonin
N1Y 1011 NIXAN NITIIN
2y axmmn WPS 7no nx iwon ,\WPS Dnin nd7w 0"0in7xN 2AN/Nwan N1 DX 71ITA7 "D
.Dd7¥ D"'VINRN 2AN/NWAN NTIZI DY 910NN TIY'NN DR 01 YT'A7 .AWaN NTI7/ann
NTIRY/ANIN WA DX TN Do*7y ,\WPS niy¥nxa Dd7¢ 'oinYkn ann kx| 1S-07
UNNYUN? 1NN R L,901 YTNY S TNRD DD7W D'OINYRD NN
["v7 X1 ,WPS niyxnxa nd7¢ 0"0in7RN nWAN NTIR/ANIN DX TAN7 YD 0TI DDI'R DR ¢
IN ,IDIYNN 7011 ,2N1N X7 NI9Y IX DD7W DUINYRN NYWAN NTIRI/ANIN DY oIonn Ty
.D27¥ LINVI'RN NN'Y 790
Awoikn WPS oy (Nt I DYOINTXR AW NI IR D'AN) QY NNIN
NV 1011 NIXAN NITIIN DX 17T
TS-08

1w 1annnY 101 woikn WPS niiva nrixnn 1272 TNR DUOINYR WA NTIR/AM7 D NuR .
.D"NX DANY/NYA NITIZIN D'YIA'YN YIN'A7 T NPT 190N INK7 NIY 1ANNN7 101 °
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NYIN ¥ aN/nwnan N v (NwN NNoN/N1oxn NU'YW/Nim'R nu'w/SSID) N'oingX NNLVAX 'V TWKYT TXD f
:D27Y N'OINYRN NI

J'0INRD NMIpNnn NYYY 2AN)/AYhan DT 72V NN v YN ninwy 7Tnnn N7Na nanvakn nnman L1
NNLIRN NNTAND YNAWY? 1YY N'OINTRN NMRN W7 2N/Awan DT 79 DTN 'on I XD DY IR
27NN nMa

NNTAN DX KI¥NY? XD YyTN7 Dd7¢ N'OINTRD NMIpnn WYY ANY/Nwan NI DY 910w TIy'na |»y7 X1 .2
.NNVIRN

'0NIoIR WNIR' X7 SSID ,SSID nk 7 Tw7 X7 D'Tam N'UINTRN NMIRn NYAN W aN/Uian NTipI DR e
.SSID Dw NX NI 'TN7 W' TX

.N19¥N NNON IX NNVAX NNON ,NNO'0D IXINN NI'NY DA 'IYY NYIN NNON~ *

N'VINTRN NN DY 7W AN)/Nvan N7 79 n'oin?Rn nnvarn nNTant SSID nx 0TI 0D1'R DX

N'VINZRN NAPNN NYIN 7w AN/NY2AN NTI7 9IXNN TN 09y ,NIXNN DITAN DK NNRYY 7D IR DD7Y

WD 70107 IR VINVI'RN P90 IX DY ANY/NWIAN NTIZI DY 7R 19 ,007W

YR YT'N

N'OINYR nnipm nwn NITnNnosSTn *

DMWY D'RYN
DO7VW 'wONN 7Y MWD DY 0'WPA 07701 DX DX °
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Ny NNdn”n I

NYY NMIXN NITNO9TN °
Web Based Management *75 nivxnxa SNTP naw oy ar jndio

77NN N2 NNTANY? NYAN NNTAN 019N @
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nvI MIXN NIT NO9Tn I

YN NOOTNN MY NINTAN NIANYZ ,NYAN NIXN NNTAN DX AN NYIN NIXN DYTan NIT

77TNNN DY NAIXD DY .'NDIN NYWIN NIIXD NNTAN NITA V'9IM NNIXD DY NNIX DY @ ‘%

“XXXXXXXXXXXX” AWNRD) NTOINTR W7 “BRWXXXXXXXXXXXX” IR NOINN NW? “BRNXXXXXXXXXXXX“RIN
(037w 'wonn 7w vVIANNR/MAC namd XN

1Y 10'9TNY7 NI0171 npT 'nnn? X1,0.0.0.0 xin nwan mixn mman niT v IPnam> ox e

,nimTa MAC namai nnix 0w ,nwA-Nn nd>'on ,IP Naimd [120 ,007w 2'wdnn NNTAN DX XIXN? [N ¢
AT
192.168.0.5 :IP maim> -
255.255.255.0 :nwvn-nn ndon -
BRNO00Oca0000499 :nnix ow -
00-0c-a0-00-04-99 :MAC nam> -

ii v ixn? A1

[Settings]>[All Settings]>[Print Reports]>[Network Configuration]>[Yes].
N'NORN YN MIXN NIT DX 0'9TN Y'wonNn

YR YT

nva niapn - e

DMWY 0'RYIN

DO7W 'WONN 7Y NYAN NNTAN DT @

(Windows) nwn7 harnn Ip'n "Dawmy e

|1979T) Web Based Management "> niyxnxa nroin7x Ix nonnn nwn? IEEE 802.1x nm'x nnman »
(v1vax

NPITANI IRAY NIYTIN °

D27Y 1'wONN W NYON DY D'YURA 07PN DNXR OR *
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Web Based Management 75> niyxnxa SNTP naw ny |nt jInd1o I

(AN X7 1In7) .SNTP a7 v oy nim'R NIX7 1'wonn T 72V win'y 12 nwyaw nm [N2107 wnwn SNTP 2171009
2y In1n (UTC) oxinnn '780121IKN [ATN DY 1'WONN (AT DX DT IR N'ONIVIX 12107 N1 .('wonn ax 7y aximn
.SNTP a1t mw 1

Web Based Management 75 niyxnx2a A7l 7IRN MIXND NNTAN @
Web Based Management *7> niyxnxa SNTP 7171009 nixn nx nman ¢
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Web Based Management 7> niyxnxa 11 7" IXN N11an I

SNTP a7 nw Dy 1'wonin 'T' 7V win'y 12 NWYIY AT [1N2107 AT JIRN NIIXD DTN

JIXARNN |7'7I'13. N1'NT NY'XIT N1DN |

.Dd7¥ VINVI'RN |9TOT DX 17'VON .1

N'n “machine’s IP address® "wxd) Dd7w 9191 namd 7210 N7 “http://machine’s IP address® 't .2

.('wonn v IP namod
NnaArT?
https://192.168.1.2

. Login 7y 1xn71 Login ninannnn nTwa nno'on NX 11'Tn XN nya .3

SPwd” nmioni 2'wonn 7¢ MINKD 1T¥2 2'I¥N 'WORN NNTAN 71017 7TNnn 112 Nnoto %

.Administrator > Date&Time 7y ixn71 o0 voN 7k DY 4

0NN 7Y RN TYA Y'9IN 'K V1IN VMI9N DX, = NN 17'NNN ﬁf

. Time Zone nNMn NX IpT2 .5

TR ,NNAIT? . Time Zone NNN91N NN'YInNn DXINNN "7R0121IXN [ATN |27 DdAIZM |2 [ATh 7720 DX NN %
.UTC-05:00 x1n nTjzal NM2N NIXAIXA 'NITAN 91NN AT 7¢ |nth

. Synchronize with SNTP server in'o na'na nnma .6

.Submit 7y xn%? .7

ST DI NN Y IXNN MIIXN DX 7' TAN7 DA N1 ‘%

YR YT Ld

Web Based Management 7> nivxnxa SNTP naw oy at [nd1o
:0NIYR 0O'RYN
Web Based Management *757 nyna o
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Web Based Management 75> niyxnxa SNTP 7171019 naixn nx n'1an I

SNTP a1 nw 1 2y Tvimnin atn oy 1'winn 7w nim'Rn a1 [N2107 SNTP 21710ne naixn nx nrman

.D07¥ VINVI'RN |9TOT DX 17'vON .1

N'n “machine’s IP address® "wxd) Dd7w [9T9TN Namd 7210 N7 “http://machine’s IP address® 't .2

.('wonn v IP namod

NnarT?
https://192.168.1.2

.Login 7y 1xn71 Login nnannnn nTwa nno'on NX 11'Th XN nya .3

SPwd” nainioni 2'wonin 7w iINKN 1T NN 'O DNTaN 72101 27Thnn n0na nnoto %

.Network > Network > Protocol 7v ixn71 viiran von? n7 4

0NN 7w 1IRNUN T Y'oIN 12'R VIMN UNI9N OX ,= NN I7'NNn ﬁf

JNTann n72von? SNTP in'o na'na nna

.Submit 7y 1xnY

.Advanced Settings 7y 1xn7 ,SNTP jin*on na'n 1%

5
6
.NIXNN NN N7won? 0d7w Brother v'won nx wnn 17'von .7
8
9

JNTANN NMIXN <MNTAN

AIX'N

NNWOKX

Jawim X woikn SNTP 2ipioins

axn nIT

.JNNKXN [IN210N OIVXVO NIY'R

]IN210 OIVLXVLO

.STATIC ix AUTO nna

AUTO -
[91X2 NMwnn NamMdN NXR a'w' SNTP naw 007w nwna DHCP naw o7 X
LONIVIN

STATIC -

.N2 UNNYN'7 01IX12W NAIMDN NN 11'TN

SNTP nwwvw now

.(0'n 64 TY) "Mwn N2IMd NX 11'TN

'WWRIN NYN DX 'WRY SNTP naw namdY 120 nwunwn awn SNTP naw naimd
wnn SNTP naw oy qwp 2xir v'wonn L |'at '

'wwx1 SNTP nawvw namd

nwn SNTP navw namd

.(1-65535) nx'x'n 1900 NX 11'TN

MY NXY' OX 'WRY SNTP nw nxex'? 120 nwnwn mwun SNTP nw nxeye
Jwnn SNTP nxex' oy e X 'wonn ,n1mt Ak "W SNTP

'wwx SNTP naw nxye

nwun SNTP naw nxxr

.(niyw 1-168) nwn 7w |IN>100 NRI'O1I |2 NIYWN 190N NX 1'TN

[IN210 NT NIINN

Submit 7y 1¥xn%7 .10

YR yT'n u
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2NN MIYEN NN IR (N'OINTR N'Ign DY) Imipn NIYPEN Y12 DN7WIN DRI NAN7 27 N0 KIN

NP7 D1 K7 DNIR TID77 NoINY M 75w D , w2 D'NWIN ,N09TN NTIAY [12D ,011N1 NI9¥N NIYYAND 7V19 XIN
.DNIX

[122 D'INK NNVAX 'YXNAX DY 791 NNKD NIFOINTKRI NI0VIINN NINYIA NIXN DNTan? (N1 SSL/TLS 717100
WX nimint WPA ninnon

YR VTN

SSL/TLS-awmwy -
SSL/TLS 7w nxp nnivon »
SSL/TLS-a win'wa ni7vinn ¢
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SSL/TLS 7w naxp anivorn I

,NAAIT? .LINVI'NR MY 19TOT |2 D'N7WIN D1IND IV ,01N0I'RY YT NNVIAXRY JIPNA Nxi SSL/TLS “ipiono
[9T9T2 |0 721y NN hitps:// DRI VIR NIXPZIAT NITO0PN VINVI'X [DTOTA D'YNNYNA DIIN TWKRD
nioo ,Telnet 120 ,0'9011 DmIw' oy 0 wi91 an NN SSL 2171009 .SSL 71710191 0'wnnwn DNX ,01VI'RN
TRV NIMIENAN FMNLVAY YIN'Y 12 AW [TV DI'D .NIHPNA ANVART? Y7R0121IINND [NN9Y7 1907 * 1O ,FTP nioimni
NI NINIRYT 27U NINIWA,'RIWK 010D MI190N (1D D' D2INI NNVAKY DY DRI D21 D'RIYARP

.071yN 2N 751 0712 YW DIMKY 0DITE TNIMA NN N19¥N NiNN2 win'y 0'wiy SSL/TLS *1iz1one

YR YT'n S
SSL/TLS-7 nian
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SSL/TLS-a win'wa niyvinn I

M72 D'wnnun N72an T 7v IP nwna nnuaikn no9Tn NNVAX 7w X'n SSL/TLS-2 wim'wa nnjz'vn nvinn
D"TIO D1INI NODTN7 2 WNNWN? [N1w Xin SSL nnona jnn'n .1'won? 0'n7wan 012N DX Ny'n? 0'wiin
,MOXN K77 .qUIY |DIN] MDY 'WI7N 0'9TNY N'IYWY N7ITA NN2N WK 'ARWN NZ70Nn ,NNAIT? .NVAINND [9IK2

1377 nomw ' 75 SSL/TLS ny X .Nw2 DINK D'YNNWA T 70 NRMP7 DN 19X DY 'WITNA DYIXAN DRININ
.INXY MDYN WITN NIX K71 7W9 10N 0TI 9T XY DININ DX

YR YT'N
SSL/TLS-7 x1an
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D't 021710091 SSL/TLS-7 nTivn nixn namn
SSL/TLS niyxnxa Web Based Management 79x nua
nown 7nm nirpt oy Windows 'wnnwn'? nmyy nn'mn oy nTIVRN Mpgnn e
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D' 1'7 0*21710N91 SSL/TLS-7 aTiyn naixn n1Tan I

mivpna win'wn 197 Web Based Management niy¥nxa nd7w 2'winn 7y nTIvNN NIXN DX NN
.SSL/TLS

.DD7W LINVI'RN |9TOT NX I7'von

N'n “machine’s IP address® "wxd) Dd7w 97T NaImd 7a10 N7 “http://machine’s IP address” n'tn
.(womin 7w IP naimod

NnaT?

https://192.168.1.2

A
2

[120 ,AnX oW |'Tn7 N1, NetBIOS nw 0'7'yon IX DINN DY NDWN D'WNNWA DDIN DX ° ﬁ

IP main> nipzna “SharedPrinter”
https://SharedPrinter :nnart? -

.nixn owa oa wnnwin? N ,NetBIOS nw on7yon DX
https://brnXXxXXXXXxXxXxxx :nnarT? -

w1 nixn nTan nima NetBIOS nw nx xixn'? N1

. Login 7y 1xn71 Login ninannnn nTw2a nno'on NX 12'Tn ,)1IXN Ny

3

SPwd” ninioni 2'wonn ¢ MINKD 1T¥A 2I¥N 1'WONN NNTAN 71017 77NN 112 Nno'o ﬁ

.Network > Network > Protocol 7y ixn'71 viiran vont N7 4

.]onn 7w RNUN T VoI 1'R V1NN V9N OX ,= NN 17'NNN ﬁ

.HTTP Server Settings 7v 1xn7 .5

. Select the Certificate nnnoan nn'wann 'm0 DdXNAY NTIVAN DX NN .6
Submit 7v 1xn? .7

.007¥ NO9TNN MW NX wTNn 7'von? ' Yes 7v 1xn7 .8

YR YT Ld

SSL/TLS niy¥xnxa nd7w 1'wonn 'w nwain NNDAX 7N
:DNIYP D'RYIN

SSL/TLS niyxnxa nnvaiXn 0'Onon NoSTn  *
Web Based Management "07 nwna ¢
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https://SharedPrinter
https://brnxxxxxxxxxxxx

SSL/TLS niyxnxa Web Based Management 7x nwra I

.NNVIX "7IP10N9 DY 71N17 NN'Y NN WNANWN7 D)7V ,N0AINND [DIX] DD7YW NWIN 1'Won 71n1a7

2171019 .007w 'wonn v wweikn niFn'? 1y HTTPS 7ipione  HTTPS 2i71i0noa wnnwn? 1 ‘;f
271hn nMad woikn HTTPS
. Web Based Management Jon niyxnxa HTTPS 7171009 nnTan nk nnw% N ¢

.D07¥ VINVI'RN |9TOT DX 17'VON .1

X'n “machine’s IP address” q"wxd) nd7w [9T9Tn NaMd 7210 1NY “http://machine’s IP address® i'tn .2

.('wonn v IP namod
NnArT?

https://192.168.1.2

. Login%y 1xn'721 Login ninannnn nTwa nno'on NX 11'Th XN nya .3

SPwd” ninioni 2'wonin 7w MiINKN 1T NN 'WOMN DNTaN 72101 7Thnn n0na nnoto f

HTTPS 7121009 niyyxnxa v'won? nwa? nyd na- 4

11wR YT’

SSL/TLS niv¥xnka Dd7w 1'wonin 7w nwAn NNLAX 710 @
DMWY O'RYN
Web Based Management *757 nyna
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https://192.168.1.2

n>n 7nn nirdT oy Windows'wnnwn'? n'myy nn'nn oy nTIVRA NIpNn I

N1 ,ONX VIVI'X [9TOTA D'YNNYA DIIN DX .VOI0NE'M 7W NNIT90ZX VINVI'X [9TOT? DN D'XAN DAWN
JDITIVN NIPNNA NITY? DI7W 01NVIRN [9TOT 7w TV VY

NINAN NI7IWYON NNXK DX vy .1
Windows 10, Windows Server 2016, Windows Server 2019 -
. H > Windows Accessories v 1xn7

Windows 8.1
Jm'wnn 7200 7 (179078 VI1NVI'KR) nMYx v 120YN 7w ' wignn oy 1xnY
Windows Server 2012 R2-1 Windows Server 2012-7

0V1NVI'R) NM7¥ 7Y 100YN W wpnin 7w 1xn7 ™1, (DN179077R VINVI'R) 7V 1xn%

Jm'wnn 727102 ny'omn (MN17907x
Windows Server 2008 -1 Windows 7«
. (Start) > All Programs e v 1xnY

.Run as administrator 7y 1¥n7 Tx1 Internet Explorer 7y 720yn 7w 'm'n wipnn 7y 1xn7 .2

. More%y 1xn%7 , More ninwoX ny'sin DX f

.Yes 7v 1xn7 , User Account Controlqon v'oin ox

machine’s IP“ qwx3) 1'won? nwnat nd7w [979TN 7w namdn niw? “hitp://machine’s IP address” n'tn .3
(NTIYNY onypnw nnixn oW IR 'wonn 7w IP namd x'n “address

.More information 7y 1xn7? .4
.Go on to the webpage (not recommended) 7y 1xn7 .5

.View certificates v ixn7 t~1 ,Certificate Error 7v 1xn7? .6

e B iy Froecon .-.c.-‘.._--.-.,..l- 0 Cestificate... & s}m. P
¥ C ficate Irwvalid
% |
v

Evtamated Ink Leve!
Caniege I l I
o

Uhma i RS w5 v g

Remaining Fage Tied
Appenuimans Fage Ve 150: based)

X008 3000 300K W0
MO

Pager Level

....Install Certificate 7y 1xn7 .7
.Next 7v 1xn7 , Certificate Import Wizard v'om wwx> .8
...Browse 7y 1xn7 tx1 Place all certificates in the following store nna .9

.OK 7y 1xn71 Trusted Root Certification Authorities nna .10
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.Next 7v 1xn7 .11
.Finish 7y 1xn7 .12

.MIN1 (7TIARN NYL) yaxxn Nyav ox Yes 7y 1xn7.13
.OK 7y 1xn7 .14

WP YN

SSL/TLS niy¥xnxa Dd7w 1'wonn 7 nwAn NNLAX 71N @
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SSL/TLS niy¥xnxa NnnLAINN D'O>NON NO9TN I

SSL/TLS niy¥xnxa nNLAIXA D'DNON NO9TN °
DMt 0'721710N91 SSL/TLS-7 nTivn naixn mamn

2'YONN NNVAXY? NITIVRN NIXN NNTAN .
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SSL/TLS niy¥xnxa nnvaixn 0'Onon No9Tn I

APPS 71jp10noa iwnnwin LIPP 7171009 Dy NIk [9IX2 D'DN0N NO9TNY
.D07¥ VINVI'RN |9TOT DX 17'vON .1

N'n “machine’s IP address® "\wxd) Dd7w 9191 namd 7210 N7 “http://machine’s IP address® 't .2
.('wonn v IP namod
AT
https://192.168.1.2

122 AnX oW |'Tn? [N, NetBIOS nw n'7'yon IXx DINN DW NdyNd D'WNNWN DDIN DX ° f
“SharedPrinter”
AP nam> nizna
https://SharedPrinter:nnat? -
.nixn owa o wnnwin? N ,NetBIOS nw on7yon DX
https://brnXXXXXXXXxXxxx:nnar1? -
w1 nixn n0Tan nima NetBIOS nw nx xixn'? N1

. Login?y 1¥xn'71 Login ninannnn nTwa nno'on NX 11'tTn ,1ixn nya .3

SPwd” ninioni 2'wonn 7¢ MINKD 1T¥A 21¥N 1'WONN NNTAN 71017 77NN 11 Nno'o ﬁ

.Network > Network > Protocol 7y ixn71 viiran v'on? n7 4

.]onN 7w 1RNUN T VoI 1'R V1NN V9N OX ,= NN I7'NNN f

APP mron nam mnaa o ikt .5

Submit 7y 1ixn71 IPP jin'o na'n nna ,nn1a X7 IPP jin'on na'n DN%
.MIXNN NYTAN N7W907 DD7W 1'wonin DR UTNN 17'yon
2V 1¥xN'7 TXI 0IN VMI9N7 127 ,NN0'0N NX 11'TN ,1'WINAN 7Y VINVI'RN 9 T7 IV ,WTNN 7U9IN V'WINNY TNKYT
.Network > Network > Protocol

.HTTP Server Settings 7v 1xn7 .6
. Submit 7y 1xn7 ™81 IPP 1m2 HTTPS (Port443) n'o na'n nna .7
.MIXNN NTAN N7WON7 DO7W 'wdNn DR wTNn 17'von .8

.N09TNN MW7 N'wAim 'M72 nwa yvin? n70' n1'k IPPS niyxnxa niwpn

AMYUR YyT'Nn u

SSL/TLS niy¥xnka NNLAIXN D'DNON NOSTN ¢
DMWY O'RYNn
Web Based Management "757 nyna o
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SNMPv3-a win'vy I

SNMPvV3 niv¥nxa nd7v 2'wonn 70 AN NNVAX 71N e
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SNMPvV3 niyxnxa nd'w 2v'wonn v nwnan nNLVax 71N I

WY 2NN 7w N0AIRA 71017 01N NvxN wnnwn 1T poonin (SNMPv3) 3 nona nwn 71017 viwe 711N
BRAdmin Professional-a win'w nya SNMPV3 71710n92 wnnwin? Y7nim nd7w nwin 1'won 7¢ nvaikn 71n1a7

.D27W LINVI'RN [9TOT DX 1'7'WoON .1
N'n “machine’s IP address® "wxd) Dd7w 9191 namd 7210 N7 “http://machine’s IP address® i'tn .2
.('wonn 7w IP namd

nnarT?
https://192.168.1.2

.Login 7y 1xn71 Login nnannnn nTwa nno'on NX 11'Th XN nya .3

SPwd” nanioni 2'wonin YU MINKRD 1T NIXA 'WYONRN DNTAN 71017 7Thnn 112 nnoto f

.Network > Network > Protocol 7y 1xn'71 vinan von7 D7 4

.Jonn 7w "INNWN TYQ YI9IN 12'K V1NN V9N DX, = qInn 17'nNn ﬁ

.Advanced Settings 7v 1xn7 &1 nnwoikn SNMP naman D ikt .5

SNMP a1y a¥n7? nirnwox wi?w nin*z .SNMP nnTan nixn nx N'man .6

qIXR'N NNYON

N7 avna .SNMP 711019 7w 2¢ noNal 1 noNxa win'y nwiy noSTnn N NA'ND-NN"P NYA

TV NNIR' X7 KIN DY NVAIRN X7 KIN X .Brother miw 951 wnnwin% nn SNMP v1/v2c
J19¥1' X7 DIMINI ,wnnwnn

7v T272 XM Nwiaal 3 N0NA YW NAMD-NRMIP YL WIN'Y AYIY NOSTnn NNY nw SNMPv3

.SNMP 2171019 7w2c¢ nonai 1 nom NAM-NNN

axp nwtal SNMPv3

7272 a1 SNMPvV3 aarnd-anmp nwia a¥nd D'WUNNYn 01N TWUXD f
vi/v2c 1A

No9TnN Nw? nwa oy (BRAdmin Light 120) Brother miw'n 77n , v1/v2c
DX .2C NONAI 1 N0MA 7w TA72 NRMIP NWA D'WON DN DY D270 D™7WI9 DI'R
NATMD-NNMP NYIA QXN UNNWAT7 Ymin ,0Iv' 701 wnnwin'? 0Dl

.SNMP v1/v2c
D211x12 oX .SNMP 7171019 7w 2¢ nonai 3 oM WIn'y NIy o9 TNN MY NATD-NN"MPZ NYIA
.NT 2NN IYNNYN ,NVAINA [DIR] NODTNN NW NIX 7717 SNMPv3

127 o'w? X1, SNMPv3narnd-nxmMj7 nwia 2¥N1 D'YNNWN 01N TWUND ﬁ

Web Basedix BRAdmin Professional-a py wnnwn? na
.N09TNN N 71n1? Management

SNMPv1/-2 win'w n'wivn n'miw'n 75 , BRAdmin Professional byn“? .
iwnnwn , SNMPv1/v2c miwra win'win NX YWOKXY? "1 .0'"72m 1'n' v2e
IX v1/v2¢ 1272 arnp nwtaal SNMPv3 aamnd-annpz nwni axvna
. SNMP v1/v2c narnd-nxnp nwna

.Submit 7y xn%? .7
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SNMPv3-2awmy
:0"MIYR DRV
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IPsec-a win'w

IPsec-7 XNlan
Web Based Management *75> nivxnxa IPsec niixn naman - ¢
Using Web Based Management 75 niyyxnxa IPsec naimd naan niixn nman e

Web Based Management "> nivynxa IPsec n'ian niixn namn ¢
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IPsec-7 x1an I

NYINYT "7RIIDIN VINVI'R 7IPIVIND N'YPIOY YIN'Y NYIVD NNVAX 7171019 KIN (V102K 71710109 NNLAR) [Psec
121N1 12D ,NYN2 D2V 021N |'oxn IPsec 7110n9 (IP ninnd omiwnn 02iman Nirmo nNoani Nikk?i9'an
NNM2 7I7I0N%] WIN'Y D'YIVD DMIY!T NYIN N1OWA 019¥IN DININY |11 .N09TRY D'AwNnn 0'N7WIN N09Tn
27 vTim 'R wnnwnin oX DA IPsec 71710192 p'wnnwn ANk nniaa

NINAN NIX191 i IPsec 2171009
IPsec Nimw ¢

YINn'y NYIYN '9'¥90N [7NNNN D12IN 7211 78 0RIN) N7 nwAY "ainnn avnnn IPsec naman 'xan ' 7y
NINN9N '917'N NIY¥NKRA 0TI NINN9A 0'97nm LIPsec niyyxnxa twpnt 0'7'nnn 01pnnn WwXd . IPseca
JINNONN NIY¥YNRY DTIVNA 019%mN 0man pn 0k (IKE - Internet Key Exchange) vihoaxa

Unwn n1iaynn a¥n .n1nin axni NNIAYN ax¥n :n7Yn axn Y 771> 01101'K2 NINNOSN '917'N )27 oI
.(VPN) n'019 n'78107'1 YA (120 NI2'A02 Wnwn NNNINN 2vnl DIPNN "2 MIYPN7 7'y

:0'Nan 0'Xann 0'winT LIPsec nimwt f
Jw1? "ainn IPsec niyyxnxa awpn? 70w awnn -
IPsec miwpn? A1am odhw 'wonin -
IPsec nia'n%? 7 1am pdw 2'won? Nainnn awnnn -

IPsec nnman ¢
.Web Based Management niyxnxa 1 1an? N1 178 nnman .IPsec niy¥nxa 0Mian? Nixinl NNTann

W7 ainnn avnn 7 97972 wnnwn? 0oy IPsec ninTan nixn n1Tan? %

YR y1'n u

IPsec-awumy e
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Web Based Management "> niyxnxa IPsec niixn naman I

Aien xan 10 v 7w pnixn NX AN’ [na JIPsec-1 naimd Ninan 1o awn nadTim IPsec hiarn 'Nan

.D07¥ VINVI'RN |9TOT DX 17'vON .1

NX'n “machine’s IP address® "\wxd) Dd7w 9191 namd 7210 N7 “http://machine’s IP address® 't .2

.('wonn v IP namod
NnaArT?
https://192.168.1.2

. Login 7y 1xn71 Login ninannnn nTwa nno'on NX 11'Th XN nya .3

SPwd” nmioni 2'wonn 7¢ MINKD 1T¥2 2'I¥N 1'WORN NNTAN 71017 7TNnn N1 nnoto f

.Network > Security > IPsec 7y 1xn71 vi'an von7 D7 4

0NN 7w 17RNWN T Y9I 1'R V1NN UNI9N DX ,= NN I7'NNn ﬁf

JNTANN DIXN TN .5

IR NNYOX
Ipsec 7w nnawn IXN NIWONR a¥n nIT
xin IKE .1 2% (IKE) v1hvr'xa ninnon '917'n'7 Negotiation Mode nna
.IPsec niyxnxa nioxim nivpn? n1oxn NINNOSN '917'N7 wnwnin 21710119
vl 2¥N

J/Aggressive 1¥na .nnna nNVARN NN X ,N'OR TRAWA Do, Main avna
. .NE NdINA NNVANRN NN X, Main axna Ywxn AN DN TN NNn

APsec 2'kw nian% vI77 w'w n71vyon NX NN2

ox .All Non-IPsec Traffic-7 Allow 11naY7 X1 ,01701'X 'NIN'WA WIN'Y Nya
.01VIN NN'YA wnnwn? N1 X7 Drop nnana

IPsec na'xw nynnn 'n

.Disabled ix Enabled nna

AN NTYNITY noyy

.07 NI'IXON NI'NWONYT IN NNWOKYT |IN'ON NA'N NX NNA

217101N9 oY

,NNI21 |IN'0 NIA'N NN Ny .N1ann N7von? Enabled [in'o na'ma nna
NIA'M7 NNTANN OX NI9TTY7Z NIDIT MNIF 1NN 190NN DY [IN'0N NIAMN 190N
.NNNI0 NINNQIN [IN'oN

nwyiy Address Template nin'na%7 nn')knnn NNN921N NN'wWAN 7V 1XNY
Add 7y 1xn7 ,Address Template nooin? . IPsec q1a'n 'xan? win'w ma
.Template

vin'y N1 nwyiv IPsec Template nin'na? nn'knnin nNN91n nn'wn 7v 1¥nY
.Add Template 7y 1ixn7 ,IPsec Template nooin? . IPsec 71a'n 'xan?

n'7'»

.Submit 7y xn? .6

UTNN N7Y9NN NIYR 0N Y'I' , NIYTNN NNTaNN DIYM7 2UNNN DX UTNn 7'vony 7Y DX
2V 21¥ 1¥XN71 DD'NN'NA NIX MWK AR DY TIN v'oIin ,Rules n'7202 bnwoxw ntana 7' 9'Vo D"y DX

.Submit

=
YR VTN bd

IPsec-awmy e

0"MIYp 0'RYUN

Web Based Management *757 nyna

172


https://192.168.1.2

'WONN NNVAXNY? NITIVAN NMIXN NNTaN °
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Using Web Based " niyxnxa IPsec naimd nnaan niixn nn1an
Management

.D27W LINVI'RN [9TOT DX 17'WoON .1

N'n “machine’s IP address® "\wxd) Dd7w 9191 namd 7210 N7 “http://machine’s IP address® i'tn .2
.('wonn 7w IP namd

nnarT?
https://192.168.1.2

. Login?y 1xn'71 Login ninannnn nTwa nno'on NX 11'tTn ,1ixn nya .3

SPwd” ninioni 1'wonn 7¢ MINKD 1T¥A 2'I¥N 1'WONN NINTAN 7107 7Thnn N1 nno'o ﬁ

.Network > Security > IPsec Address Template 7y 1xn71 o110 vVON7 D7 4

.qonn 7w "IRNWN T V'9IN 12'K V1NN V9N DX, = N 17'nNn ‘%

NNIR PINNYT N1 X7 ,N2IND N'AN] YIN'Y WY1 UKD .NAINd n1an nz'nn? Delete [xn'%? 7y 1xn%? .5
. IPsec Address Template y'om 8 .onx'w Address Template 7y 1xn7 .6

JNTAND DX NTan L7

AN NINYON
.(0'in 16 Tv) n1an? ow n'Tn NN oY

IPnam> - IP naimd

ALL IPv4 Address, ALL IPv6 Address, ALL Link Local nna .IP nam> nx iy nmipn

nno1n nn'winn Custom ix IPv6
nama (IPv6 ik IPv4) IP mam> nx i'tn ,nnnoan nn'winn Custom nnana ox
.uoj7uN

IP mam> nno -
IP niamd ox .vojpun niama [P namd nno? n'oiont n'n7nnnn [P niamd nx 't
namonn Moy n'oion IP namd Ix ,IPV6 Ix [Pv4 nmxin 'k n'o1onl n'N7nnnn
.NAY V'DIN  N'M7NNNN

n'rnn/IP nam>
.CIDR o niyyxnxa [P namd nx vy
192.168.1.1/24 :nnait?
7w (255.255.255.0) nira'o 24 7w nwN-NN N>'ON NIINA NA'IXA N2 NNNY 10D
9PN xxx.192.168.1 niamon ,192.168.1.1

n e IP mamo>
JNnwoirn [P niamod 75 ,Any bnana ox i7inan
IPnam>

.0oj7on Narna (IPv6 1k IPv4) n'oryoon IP namd nx 'tn

IPnamonuo  »
n'n7nnnn [P niamd ox .IP niamd nno n'oiont n'm7nnnn IP niamd nx 't
,JM7NNNN Namdnn mvpe ntoion [P namd ix,IPV6 IX IPv4 nmNin 'R n'oionl
.NNAY V'OIN

n'rnn/IP nam> -
.CIDR jm'o niyxnxa IP namd nx iy
192.168.1.1/24 :nnait?
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AIXR'N NNWOKNX

7w (255.255.255.0) nira'o 24 7w nwN-NN ND'ON NNIXA NAYIXA N'2'NNNY (1D
opn 192.168.1.xxx niamain ,192.168.1.1

.Submit 7y 1xn? .8

NNTAN N7WON7 DO7W Y'wONN DX WUTNA 17'U9N , NV WIN'w2l N'INAN NYANT7 NNTANN DX DN TWUKRD ‘%
.NMIXNN

YR YT'Nn

IPsec-awmw

ID"MIYR D'RYIN
Web Based Management *75%7 nwra o
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Web Based Management 7> niyxnxa IPsec nnan niixn naman I

.D27¥ VINVI'RN |9TOT NN 17'VON

X'n “machine’s IP address“wxd) Dd7w [9T9Tn namd 7210 1N “http://machine’s IP address® in'tn
.('wonn 7w IP namd

NNAIT?

https://192.168.1.2

.Login 7y 1¥xn71 Login ninannnn nTwa Nnno'on NX 12'Tn 1IN Ny

3

SPwd” nmmioni 2'wonn 7¢ MINKN 1T¥2 2'I¥N 'WONRN NNTAD 71017 7TNnn N1 nnoto %

.Network > Security > IPsec Template 7y 1xn71 viiran vON7 N7 4

ONN 7Y 17RAWN TXA V'9IN 11'K V1NN VMI9N DX , = NN 17'NNN f

.NNIR PINN7 N1 X7 ,win'wa IPsec Template 'wxo .IPsec Template niz'nn% Delete |xn7 7y 1xn7 .5

2y panwn nixnn NN DT IPsec Template qon y'aim ™ .1ix'"? ndixnaw IPsec Template 7y 1xn7? .6
.onnavw Internet Key Exchange (IKE) -1 Use Prefixed Template 'o
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AIX'N NNWYODKN

.(0'mn 16 TY) n"an% ow 't n"1an v
mTann ' LIKEv1 Medium Security ix Custom, IKEv1 High Security nna | n'7’nn nnana win'w
.NNN2IY N2NN 'S 7V DNWn

MIYZNYT NI9XN NINNOA '917'N7 wnwnn 71710N9 Kin (IKE) v1h01'Ra ninnon 'o17'n NINNoSn '917'n
.IPsec niyxnxa nioxin VILVI'NA

va IPsecnaimd? winTn m19x¥nn DNMIAZK ,TA72 IT N'yS-TN N19¥IN NMIYWPNYT
0'97NIN N19¥NN NINNO9NA ,N19¥N NINN9A '917'N7 .0'ONIYN NIOXNN NINNONI

1917'N7 N722MN NI9XIND MIYPNNL,L[N70-'9'T NINNSA NO7NN NU'Y NIYXNIXA
JIY¥INN UINVI'RA NNN9N

IKEv1 nna ,Use Prefixed Template qina Custom nnana ox

|n7n-19'T XA e niNn'X 110

'M72 NWIQ NLAINN [DIXA D' TIO NINNONA 9'7NN7 NNWONN IT NINN9A '917'N NLV'Y
X7 ,'070"T DNMAI7 NMYIY WIN'Y DYIY N70-'9'T NINNON '917'N NU'Y .N1AIN

2 TI0O NNONI RPN 190N NIYXANKA XYW NIND YT'A D731 NNYW7 ' TI0 NNSNa
.Group14 ix Group1, Group2, Group5 nna

noxn e
.AES-CBC 256 1x DES, 3DES, AES-CBC 128 nna
anlna e

.SHA512 ix MD5, SHA1, SHA256, SHA384 nna
Lifetime SA -«

.01701'R2 NINNON '017'nY? SA lifetime ¥ X2

.(0'M2-17'w) 0'Ma-17'n 190n1 (N1Y) TR DX 11'TN

270N - N'¥7109{72X NNVAX
.AH+ESP 1x ESP, AH nna

['oxn ESP 71710109 .IPsec niy¥nxa nio¥in miwpn 7110no xin ESP -ﬁ
nINpAN NdM IP nin .qon yn q'omi (MIYjpnn "10N) [yonn Ny NX
D1IN17 9011 .NMI'2YN NNNIRY7 NN L|OXIND [YoNN NTYUI MIrfyn
111N1 ,N19¥NN NN9AI N19¥NN NU'W 7V yT' DA 177D IP nan ,0n9xIn
.NNITI NIN'RN

N'van) NI'Y?7191 Yami N71Ivn DX nnrnn IPsec 7ipionon #9n xin AH - -
NINRN NKY? T 0'o1dIn 0iman LIP nina .oaiman 7w (nim7wun nx
NNRIYN NIYXNAK] D'AYINAD ,212' 'Y NI7I0 Ninn )37 qona .naifun
TIA2 .01IM 717901 N7IWN qI'T YN ,NNITITIO NN9A ,NIYPNN 10NN
720 VoLV D™7AENNI D'N7WA DIINANIL,DNI9XIN DR NIYWPNN DN L, ESP-4

n1oXn °
.AES-CBC 256 ix DES, 3DES, AES-CBC 128 nna
aia'a °

.SHA512 ix None, MD5, SHA1, SHA256, SHA384 inna
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n'X7109718 2¥n .
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.ANON INIX NIYXNNA NOXINY NIYTINY I
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nnYIm anaya nirTio

Certificates. Ix Pre-Shared Key nna .nm'xn nu'w nx nna

NiN'X NLV'Y

ANK YNV NIYXNKD WK QNIYNL 970 N19¥NN NN9A ,MIYPN NI9¥N Ny
Pre-Shared nx 11'tn ,Authentication Method J1na Pre-Shared Key nnna nx
.(o'mn 32 1v) Key
" T/anT alo/mipm e
JINTA NN TN TR LNZIWN DT 210 NN
Certificateix IPv4 Address, IPv6 Address, FQDN, E-mail Address inna
.A107
. ID nTwa pTivnn v qnivnin own nx 'Tn ,Certificate onanaox ¢
JN'TD DR TN TREL VNI T 210 NN
Certificateix IPv4 Address, IPv6 Address, FQDN, E-mail Address iInna
.A107
. ID nTwa nTivnn 7w qniwnn owin nx 11'tn ,Certificate nnna ox

YUKRIN 9Nivn NNon
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va IPsecnains? winTn n19¥nn DNMIAZK ,TA72 IT N'YS-TN N19¥IN NMIYWPNYT
D'97NIN N19¥NN NINNO9N ,N19¥N NINNON 'OI7'N7 .0'ONIYN N19¥NN NINNSNI

1917'N7 N722MN NI9XIND MIYPNNLL[N7N-'9'T NINN9A N97NN NU'Y NIYXNIXA
JIY¥2NN UNVI'RA NNN9N

AKEv2 nna ,Use Prefixed Template Jina Custom nnana ox

[n7n-"9T NXIAp e NIN'X 110

NV NVAINA [DIKA D' TIO NINN9A *7NN7 NIYWONN IT NINNO9N '917'N V'Y
DNMAI? NV WIN'Y QWIY [A70-'9'T NINNON '917'N NU'YW NN M7
190N NIYXAN XY NIND VTN N2 NNYYW7 710 NN9NA X7 ,'01j70'T

L TI0 NNONI RPN

.Group14 ix Group1, Group2, Group5 nna

moxn
.AES-CBC 256 ix DES, 3DES, AES-CBC 128 nna
Y n L S
.SHA512 1x MD5, SHA1, SHA256, SHA384 nna
Lifetime SA -

.01NVI'R] NINNON 'o17'nY? SA lifetime 'x7 X3
(0mM2a-17') o'Ma-17'7n 1v0n1 (N1Y) AT DX 11'TN

20N . N'¥7109{72X NNVAX
.ESP nm

X |'oxn ESP 7171019 .IPsec niyxnxa nioxim niwpn 717100 xin ESP %
NI'2un NNdAN NN [P nan .qon yT'n glomi (MIYpnn 1ON) (yonn N1y
IP n1n ,0n9xm 011ma% qona .naryn NONNY nnnnn ,[sximn [yunn Nl
.ANITII NIN'RN 1IN ,N19¥NN NN9NI NI9XNN NV 7V YT DA N771D

RN 5 I
.AES-CBC 256 ix DES, 3DES, AES-CBC 128 nna
Al e
.SHA512 ix MD5, SHA1, SHA256, SHA384 inna
Lifetime SA -

.0170V1'R2 NINNON 'o17'nY SA lifetime |'x7 X3

.(0'M2-17'2) 0'Ma-17'7n 190N (NIMY) T DX 1T
nxZ71097N axn e
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mm -pinmIiPam -
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YW 1IX'7 T2 ,N19¥NN NN9NI NO'Y (12D ,VTNa NoNwnl n9'7nnn IPV6 IX
MIYPN YNY? 02 on"nn? niwy SA .MIYpnn N7'NN 197 NLAIKN MIYPN
N9'7nn ,N19¥nN NU'YW NX NI IPsec-7 nwnwnin SA .xnw [oxim "7x101
NINNON '917'N 7W '01TIVON 7NN 'S 7V "TTNN NIM'RN DR NYX2NI,NINN9AN NN
JN9IPN 91X NDTIVA SA 07 ona .u1NvI'KA

Yin'y DN NnWVIY DT DINNSNN NINNON NATIA N1'X (PFS) nn7vim N2y NIFTo

naya NifTIo

NNON ,AX NNONN 1TA1 NYTIN NIO¥N7 WNwnNn NN9N OX ,727 90N NIy TN N19¥NY nn7uin
IKX 722 N pPran ,qwN1 NNO9N OX 02,2 7V .0NK NINN9A N7 wnw' X7 0T AR
.NNON INIX NIY¥AN NOXINY NIYTINYG I
.Disabled ix Enabled nna

nM'x V'Y

EAP - ix Pre-Shared Key, Certificates, EAP - MD5 inna .nim'xn nu'w NX INN2
.MS-CHAPv2

IEEE802.1 oy EAP-2 win'wa .PPP 7w nanan nunnn nim'x 2171ons xin EAP f
.N'Y 73 170N wnnun Nin'k7 "NXK NNON1 YIN'Y NWY)
qin2 N1 EAP - MS-CHAPvV2 ix EAP - MD5 hwxd 71 nixiNd NIXaN DNTann
.Authentication Method
a¥n e
.Client-Mode ix Server-Mode nna

nTiyn  °
.NTIVNIN DX NN

Unnun ny e
(0N 32 Ty) ynnwnin DY DX 12'TN

nno'o ¢

DIYIR? DY NNO'oN NX |'TN7 11X .(D'in 32 TY) Nno'on NX 11'TN

ANK YNV NIYXNAKD WRIN QNIYNAL 970N N19¥NN NNO9N ,MIYPEN N19¥N Ny
Pre-Shared nx in'tn ,Authentication Method 11na Pre-Shared Key nnana ox
.(oun 32 1) Key
nT/UnT alo/mipm e

JINTA DX 1T TR, NIV N 210 NN

IN IPv4 Address, IPv6 Address, FQDN, E-mail Address inna

.a107 Certificate

. ID nTwa nTIvnn 7w qniwnn own nx 1'tn ,Certificate nnna ox

T/iaT alo/piny e
JINTR NIR TN TRIL|YNIN 'IN'T 210 N2
IN IPv4 Address, IPv6 Address, FQDN, E-mail Address nna
.a107 Certificate
. ID nTwa nTivnn 7w gniwnn own nx 1'tn ,Certificate onana ox

YUNIN qNIvn NNSn
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IPsec n"an%? nimT ninTan I

R1NG)! NNYOX
.(0'mn 16 TY) n"an% ow 't n"1an v
.Custom nna | n''nn Nn12N1 win'w
MIWPNYT NI9X¥N NINN9A '917'n7 wnwnin 771019 Kin (IKE) va1hoa'xa ninnon 'o17'n nINNoSn '91'7'n
.IPsec niyxnxa nioxin VILVI'XA
ya IPsecnains? winTn m19¥nn DNMIAZK ,TA72 1T N'Y9-TN NI9XIN NIYPNYT
D'97NIN N19¥NN NINNO9A ,N1O¥N NINN9A '917'N7 .0'ONIYN NIOXNN NINNONI
1917'N'7 N722MN NI9XINN NMIYPNALLN7N-'9'T NINN9A N97NN NU'Y NIV¥NAN]
JIYXANN 01N0V1'RA NNN9N
.Manual nna
. In/Out o>y nx 1'Tn ESP,) nin'x nnon
1n21 Manual,Use Prefixed Template 71n2 71n21 Customawxd nixind 178 ninTan (AH
Jin2a Hash-7 nnna1 None na'xw n11ani ,Internet Key Exchange (IKE) Jina
. Encapsulating Security
qim2a Hash-7 nnnaiw nmnn ' 2y nInwn ' 1an? Ny 0Hinn 1%on f
. Encapsulating Security
LRAY YI9IN 1NN 212AN DNNIATRN MY FIXNAN NIN'RD NN9N IR DX
(o'ma 16) nia'o 128 :MD5
(o'm 20) nia'o 160 :SHA1
(o'ma 32) nira'o 256 :SHA256 -
(o'ma48) nia'o 384 :SHA384 -
(o'ma 64) nira'o 512 :SHA512 -
(") 190 nixoMa 0NN NX 007 XK1, ASCII Tipa nnonn X YUK
. In/Out oy nx 't (ESP) miz nnon
Manual ,Use Prefixed Template 71ma 1n21 Custom wxd nixXiNd 198 NNTaN
Jima Protocol-2 1na1 ESP-1 Internet Key Exchange (IKE) 7ina Wna
.Encapsulating Security
M2 Encryption-7 nnn1iw n1Tann ' 7y nINwn 1'Tan? |NY 0UInn 1%0n ‘f
. Encapsulating Security
LNAY YI9IN 1NN NIOXNN DNNIAZRA MY I¥XAN TIPN NN9N IX DX
(o'ma 8) nira'o 64 :.DES
(o'ma 24) nia'o 192 :3DES
(o'ma 16) nira'o 128 :AES-CBC 128 -
(o'ma 32) nia'o 256 :AES-CBC 256 -
.(’) ni'190 nixoMa 0NN X 01007 X1, ASCIITIRa nnonn iy YwRd
NNLVIAX NINTAN YN NIXAY 7720 .NNLVAX 7V VTN 1IN'T? D'wnwn 178 D'0ND SPI
NX NINT? 1Y, 1D 2 IPsec niwpn 110 1oon? a1 Security Associations (SAs)
21710191 9701 ,SA nx nnmn ,SPI qun19 .IPsec nin n7apnn 2wxd o'knnin SA
Encapsulating nnvuax n'x7109j71x nTw [yunai Authentication Header (AH)
. Security Payload (ESP)
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Manual-1 Use Prefixed Template 11ma 71na1 Custom 2wxd nixina 17 nNman
.Internet Key Exchange (IKE) 3ima anaa

(o'nn 3-10) . In/Out D Nx 't

271009 . N'x¥7109{72X NNLVAX
AH x ESP nma

X |'oxn ESP 7171019 .IPsec niyxnxa nioxm niwpn 217100 xin ESP - ‘ﬁ
NONRNN NI IP nan .qon yTn gromi (Nivpnn "0N) [yonn nTY
,0119¥IN DINI7 90112 .NAI'2VUN NINIRTZ NI7ZNNAN L|OXIMN [YoRN NTYI NIV
.NNAITDI NIM'RD 1IN ,N19¥NN NI N19¥NN NV'W 7y yT' DA n770 IP nin

NKX N'0an) 71790 yami n71wn Nk nxann IPsec 72i710non 790 xin AH - -
.MI"72uN NONdN NKY? T 001 0iman L, IP mina .onaiman 7w (nimwn
1ONN NXRIYN NIYXAR DAYINNAN Q121 DY N7 Ninn 37 o
,ESP-7 T2 .o'ima 717901 N1wn qirt nynank ,nnimai rTio NNoM L, MIYENN
2'21 VoLV D™7APNNI D'N7WI DIININT,DMOXIN DI'K NIYPNN 10N

noXn e
.AES-CBC 256 1x DES, 3DES, AES-CBC 128 nnma
anna e

qn7 N .SHA512 ix None, MD5, SHA1, SHA256, SHA384 nna
S21210M192 7n21 ESP (w0 None

Lifetime SA
.01V NINNON '917'nY? SA lifetime |'x7 X3
(0mM2a-17'2) 0'Ma-17'7n 190n1 (N1Y) AT DX 1'TN
nx71097:8 axn e
.Tunnel Ix Transport Nna
namd - pinn [P am
N2 KD 71 AT VTN TR Lzinan amY? (IPv6 Ik IPv4) IP namd nx in'tn
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IPsec-2 win'w nwiyvin moxim mivwpn no'w X0 SA (Security Association) f
YNV 1IX'Y7 T2 ,N19¥NN NNONI NO'Y (12D ,V TN NONWNI n9*7nnin IPV6 IX
MIYPN YNY? DA on'Nn? ntwy SA MIwpnn N7'NN 197 NVAIND NMIYPN
N9'7NN ,NI9¥NN NU'W NX NXI' [Psec-7 nwunwnin SA .axnw [9xIn "7R107
NINNON '917'N 7Y '0ITIVON 7NN '9 72V *TTNN NIN'RN DX NYXanl ,NINN9AN NX
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